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Tonooicenue o 3awume nepcoHarbHbIX OAHHBIX
pabomuuxos, latiwuxos u konmpaeenmog KIIK « Coepecamenvuviti Kanumany

1. OBIIME ITOJIOKEHUA

1.1. Ilonoxenue o 3alIUTe NEPCOHAIBHBIX JAHHBIX paOOTHUKOB, [1alllIMKOB U KOHTPAreHToB
KIIK «CBEPEIATEJIbHBINI KAIIUTAJI» sBiseTcs JIOKAIbHBIM HOPMATHBHBIM aKTOM
KpemutHoro motpeburensckoro kooneparusa «CBEPETATEJIBHBIA KAIIMTAJI» (nanee -
KIIK), ycraHaBiIMBaIOmIUM IMOPSAOK TONIyYeHHs, 00pabOTKU, XpaHEeHUs, Mepeiayd U 3alUThI
nepcoHanbHbIX 1aHHbIX B KIIK.
1.2. Hacrosimee Ilonmokenue paspaborano B coorBercTBUM ¢ KoHctutymmenr Poccuiickoit
®enepanun, I'naBoit 14 Tpynosoro koaekca Poccuiickoit @enepanuu, denepanbHbIM 3aKOHOM
ot 27.07.2006 Ne 152-®3 «O mepcoHanbHbIX HaHHBIX», [locTanoBnenusmu [IpaBurenscrea PO
oT 1 HosOpst 2012 1. Ne 1119 «O6 yTBepkacHUU TPEOOBAHUH K 3allIMTE MEPCOHATBHBIX JaHHBIX
pu ux 00paboTke B HHGOPMAITMOHHBIX CHCTEMaX NMEPCOHATBHBIX JaHHBIX» U OoT 15.09.2008 No
687 «O06 yrBepxaenun IlomoxxkeHuss 00 0coOEHHOCTAX OOPaOOTKU MEPCOHATBHBIX JTAHHBIX,
OCYIIECTBIIsIEMON 0€3 MCIOJIb30BaHUsI CPEIICTB aBTOMartu3anuny, [lonoxenuem banka Poccum
or 17 ampens 2019 1. No 684-I1 «O6 ycraHOBIEHHMH OOS3aTEIBHBIX JJISI HEKPEIUTHBIX
(UHAHCOBBIX OpraHM3aludi TPeOOBaHWMI K OOECIEYEeHUIO 3amUThl HH(pOpPMauu Tpu
OCYIIECTBIICHUU JACSITENbHOCTU B cdepe (PUHAHCOBBIX PHIHKOB B LENSAX MPOTHBOJACHCTBUS
OCYIIECTBIICHUIO HE3aKOHHBIX (DMHAHCOBBIX OIEpallfil» U UHBIMU HOPMATUBHBIMU MPABOBBIMU
aKTaMH, PEeryJupYIOIUMU OTHOIICHHSI, CBSI3aHHBIE ¢ O0OpaOOTKOW M 3aIIUTON NEpPCOHAIBHBIX
JTAHHBIX.
1.3. B nacrosmem [lonoxeHUH UCIIOTIB3YIOTCS CIIEAYIONINE TEPMUHBI M OTPEICICHUS:
Oneparop — KIIK «CBEPEIATEJIbHBIII KAITUTAJI», BCTynuBuIEE B JOTOBOPHEIE
OTHOLIEHHUS ¢ paOOTHUKOM, [1aliIIMKOM MM KOHTPAreHTOM, OPraHU3YIOIIEE U OCYIIECTBIISAIOLIEE
B CBSI3U C 9TUM 00pabOTKy MEPCOHAIBHBIX TaHHBIX.
Majimmuk — ¢usnveckoe MO, OQHUIMATBHBIA MPEACTaBUTENb — (U3HYECKOe JIUIO
IOPUAMYECKOTO JIMIIA U HMHIMBUYaJIbHOIO IPEANPUHUMATEINS, BCTYNMBILIEE B JIOTOBOPHBIC
OTHOLIEHHUS 0 oka3aHuro yciyr ¢ KIIK.
KonTparenT — ¢pusndeckoe nu1o, GU3NIECcKoe JUI0 — MPEJCTaBUTENb IOPUIUUECKOT0 JIUIA WIN
MHAWBUAYAJIBHOTO NpeanpuHuMarens, secrynusiune ¢ KIIK B 1oroBopHbie oTHOLIEHUS.
IlepconanbHble naHHble — Jr00ass WHQOpPMaLMs, OTHOCSIAACA K NPSIMO WIM KOCBEHHO
OTpeieIEcHHOMY WIH onpeensieMoMy (prU3nuecKkoMy JHIY (CyObEeKTY NepCOHANbHBIX JaHHBIX).
IlepconanbHble [aHHBbIe, pa3pelieHHble CYObEKTOM MEePCOHAJBHBIX JAHHBIX IS
pacnpocTpaHeHusl — IEPCOHANIbHBIE JaHHbIE, JOCTYI HEOTPAHUYEHHOTO KPyra JIUI K KOTOPhIM
NpPEJOCTaBlIeH CYObEKTOM IE€pPCOHAIBHBIX JAHHBIX IyTeM Jayd corjacus Ha oOpaboTKy
NEPCOHANBHBIX  JIAaHHBIX, Ppa3pelIeHHbIX CYOBEKTOM  MEepCOHANbHBIX  JAHHBIX  JUIA
pacnpoCcTpaHEHHs B MOPSIKE, IPEAYCMOTPEHHOM HacTosAmuM [lonoxeHuem.
O0paloTka NepCOHAJNBHBIX AAHHBIX — JI000€ JeiicTBue (omepanusi) UM COBOKYIHOCTh
neiicTBuil (omepanmii), COBEpIIAEMbIX C HCIOIb30BAaHHUEM CPEACTB aBTOMATH3allMM WU 0e3
UCIIOJIb30BAaHUSl TAaKUX CPEICTB C NEPCOHAIBbHBIMM JaHHBIMH, BKIIOYas cOOp, 3aIuch,
CHCTEMaTH3aIMI0, HAKOTUICHHE, XpaHeHue, yTouHeHne (0OHOBIIEHNE, N3MEHEHHE), U3BJICUCHHE,
WCIIOJIb30BaHUe, Tepenavy (pacmpocTpaHEHUe, MPEeAOCTaBICHHUE, JIOCTYI), OO0E3TUYNBaHUE,
OJI0OKMpOBaHKE, YAaJeHUEe, YHUUTOKEHHE EPCOHATIBHBIX JJAHHBIX.
Cy0beKT nepcoHaJIbLHBIX JaHHBIX — Pa0OTHHK, [1aliluK, KOHTparexT.
3ammTa NEepCOHAJBHBIX [JAHHBIX — KomIuiekc Mep, npuHumaemblx KIIK nmns 3ammurst
NEPCOHAIBHBIX JAAHHBIX OT HEMPAaBOMEPHOIO WJIM CIy4allHOrO JOCTYyNa K HUM, YHHUYTOXKEHUS,
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U3MEHEeHUs, OJIOKUPOBAHUS, KOMUPOBAHUA, MIPEJOCTABICHUS, PACIIPOCTPAHEHUS NIEPCOHATBHBIX
JIAaHHBIX, & TAK)KE OT MHBIX HEIIPABOMEPHBIX NEUCTBUI B OTHOLIEHUHU NIEPCOHAIIBHBIX TaHHBIX.
PacnpocTpaneHne NEepCOHAJBHBIX NAHHBIX - JCHCTBHs, HAIIPABICHHBIE HA PAaCKpPbITUE
IIEPCOHAIIBHBIX JTAHHBIX HEONIPEIACICHHOMY KPYTY JIMLI.

IIpenocraBjieHne MeEepPCOHATBbHBIX [JAHHBIX - JCWCTBUS, HaIpPaBICHHbIE Ha PAaCKpBITHE
MEPCOHAIBHBIX JJAHHBIX OMPEICICHHOMY JIUILY WIIA ONPEeIEHHOMY KPYTY JIHII.
bioknpoBaHne mepCcOHATBbHBIX JAaHHBIX - BpEMEHHOE TMpekpaiieHue o0paboTku

NEPCOHANBHBIX JaHHBIX (32 MCKIIOYEHHEM CclydaeB, ecid o0paboTka HeoOXoauma Jis
YTOYHEHUS IEPCOHAIIBHBIX JaHHBIX).

YHUYTOKeHHe TepPCOHAJBHBIX JAHHBIX - JCHUCTBUSA, B pE3yJbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTaHOBUTH COJEpP)KaHHWE TEPCOHANBHBIX JaHHBIX B HMH(OPMAIOHHON
CUCTEME IEPCOHAJIBHBIX JaHHBIX U (UJIM) B PE3YJIbTaTE€ KOTOPHIX YHUUTOXKAKOTCS MaTepUaIbHbIE
HOCHUTEJIH NEPCOHATIbHBIX JIaHHBIX.

O0e3iMYMBaHNe NMEPCOHANBHBIX NAHHBIX - JCUCTBHs, B PE3yJbTAaTe KOTOPBIX CTaHOBUTCS
HEBO3MOXXHBIM ~ 0€3  HCHOJb30BAHUS  JIONOJHUTENBHOM  MH(OpMAlUM  ONpPENeNIUTh
HNPUHAAIEKHOCTh IEPCOHANIBHBIX IaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHATIbHBIX JAHHBIX.
AKTyajbHble YIrpo3bl 0€30IaCHOCTH - 3TO COBOKYITHOCTb YCJIOBUH U (DaKTOpPOB, CO3AIOIIUX
aKTyaJIbHYI0 ONACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCIE CIy4yallHOro, JOCTyHa K
NEPCOHAIBHBIM JAHHBIM B MH()OPMALMOHHOW CHCTEME, PE3ylIbTaTOM KOTOPOrO MOTYT CTaTh
YHUYTOXCHUE, U3MEHEHHE, OJOKMPOBAaHUE, KOMMPOBAHUE, MPEIOCTABICHUE, PACIIPOCTPAHCHHE
NEPCOHAIbHBIX JJAHHBIX, & TAKXKE UHbIEC HETIPABOMEPHBIE EHCTBUSI.

Kondunenunanbnas nHpopManus —  uHopmanus, coJieprKarast CBEICHHUS
KOH(QHIEHIIMAIBHOIO  XapakTepa, B TOM UHWCIe I[ojlydaemas, [OJroTaBliMBaeMas,
oOpabatrbiBaeMas, repeiaBacMasi 1 XpaHuMasi B aBTOMaTU3MPOBAHHBIX CUCTEMaX, B OTHOIIEHUHU
kotopoit KIIK npuHuMaeT mepsbl 110 3aIllMTe OT HECAHKIIMOHUPOBAHHOI'O JOCTYyIA TPEThUX JIUL,
HE UMEIOIIMX IPaBO J0CTyIa K TaKOM MHPOpMaIUH.

Pe:xxuM KoH(UIEHINAIBLHOCTH — IPAaBOBbIE, OPraHU3AIMOHHBIE, TEXHUYECKHE 1 UHBIE MEPHI 110
3amuTe KOHQUACHIMAIbHOW HH(OpManuu, NpUHMMAaeMble ee o0OyiajaTesieM Ha OCHOBaHUU
3aKOHa.

Peectp onpenesenus: npas nocryna Kk Konguaenunansnoit nngpopmanun (1anee — Peectp
npas aocryna) — BHyTpeHHuil JokyMmeHT KIIK, 3akperunstrommii nepedeHb IODKHOCTEN U
kareropun Kon¢uaeHuumaneHoW MHQOpPMaLUM, pecypchl HH(MOPMALMOHHOW  CHUCTEMBI,
Kpunrorpaduueckue kiouu, kK kKoropbiM padotauku KIIK nmerot nocrym.

Pecypc nHopManuoHHO# cHCTEeMbl — UMEHOBAHHBIN DJIEMEHT CUCTEMHOIO, IPUKJIAJHOTO WIN
anmnapatHoro odecrneyeHus: GyHKIIMOHUPOBAHUS NH()OPMALIMOHHON CUCTEMBI.

CK3M - xmroueBast nH(popMaius cpeicTB KpunTorpadguueckoi 3amuTbl HHQOpPMAaIHH.
DJIeKTPOHHbIE c0001IeHus1 — HH(pOpMaLUs, CoAepKaIascs B JOKYMEHTaX, COCTABIISIEMBIX MPH
OCYIIECTBJIEHUU (UHAHCOBBIX oOmepanuid B 3ekTpoHHOM Buje padotHukamu KIIK u (mnm)
[Matimukamu KIIK.

1.4. Hacrosmee IlonoxeHue BCTymaeT B CHIIy C MOMEHTa €ro YTBEPXKACHHUS MPHUKA30M
pykosoautens KIIK.

1.5.  Hacrosmee [Tonoxenue siBisercss 0043aTeabHBIM Il HCIIOJHEHHUSI BCEMH PaOOTHUKAMU
KIIK, wumeromuMu AOCTYNl K MEPCOHANbHBIM JaHHBIM, W JOBOAMUTCA 1O HUX CBEJIEHUS
HEPCOHAIBHO MO/ POCIHCE.
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2. NIOHATHUE U IEPEYHU NEPCOHAJIBHBIX TAHHBIX

[lepconanbuble naHHble - WHGOpMaIMsA, HeoOxomumas B mensx wucnoigHeHus KIIK

065[3aTeJ'IBCTB, BO3HHUKIINX U3 TPYIAOBBIX OTHOIIICHUH C pa6OTHI/IKaMI/I, n3 Irpax1aHCKO-IIPaBOBBIX

otHomeHu ¢ [laimukamu u KoHTpareHTamu. [lox mHpoOpmalmeld MOHMMAKOTCS CBEACHUS O

(baKTaX, COOBITHSX U 00CTOATENLCTBAX JKU3HU CY6”beKTa NEPCOHATIBHBIX NJAaHHBIX, ITIO3BOJIAIOINNE

UICHTU(PHUIMPOBATE €TO JTUYHOCTb.

2.2.

2.3.

B cocraB nepcoHanbHBIX JaHHBIX PAOOTHUKA BXOIAT:

dbamuus, UMsi, OTYECTBO;

T'OJI, MECSIII, aTa K MECTO POXKICHHUS;

aJipec perucTpanuu o MeCTy )KUTEIbCTBA (I0UYTOBBIN ajpec);

aapec GpaKkTUYeCKOro MpoKMBaHus (IOYTOBBIN ajipec (PaKTHUECKOro MpOKUBAHUS);
ceMeiHOoe ToJI0KEHuE,

MacHOpPTHBIE JAHHBIE,

COLIMAJILHOE TOJIOKEHHUE;

aJipec IEKTPOHHOMN MOYTHI, TeIC(OH;

JTAaHHBIE CBUETENIBCTBA O 3aKIIOYCHNH Opaka;

JTAaHHBIE CBUIECTENBCTBA O PACTOPIKEHUH OpaKa;

JTAaHHBIE CBUICTENBCTBA O POXKICHHUH JCTEH;

CBEICHHMSI O CTake paboThl WU O MecTtax paboThl (ropojl, Ha3BaHHE OpraHHU3AINH,
JIOJDKHOCTB, CPOKH pabOThI);

CBEICHMSI O Harpajaax (MOOIIPEHUSX ), TIOYETHBIX 3BAHUAX;

JaHHBIE CTPaxOBOTO CBUJETEILCTBA TOCYIAPCTBEHHOTO IIEHCHOHHOTO CTPaXxOBaHUS
(CHUJIC);

JTAaHHBIE CBUJETENHCTBA O TIOCTAHOBKE HAa YYET B HAJIOTOBOM OpraHe (M3MYECKOro JIHIA
(MHH);

JTAaHHBIE MTOJINCA MEAUIIMHCKOTO CTPAaXOBaHMUS,

cBeeHuss 00 00pa3oBaHWM, TIOBBIIEHUM KBaIM(UKAUK, MpodeccCHoHaTIbHON
NEepenoJroTOBKM U MecTax o0ydeHus (ropoji, oOpa3oBaTeIbHOE YUYPEXIAECHUE, CPOKU
o0y4yeHHUsl, ClIelUaNbHOCTb, KBaTU(UKaLus, npodeccus);

CBEICHUS O HAIMYMM JIbIOT M TapaHTUH, MPEJOCTaBIIEMBIX B COOTBETCTBUH C
JEMCTBYIOIMM 3aKOHOAATEIbCTBOM;

CBEJICHUS O JI0X0/1aX;

JTAaHHBIE JJOKYMEHTOB BOMHCKOTO y4eTa — JJIi BOSGHHOOOS3aHHBIX M JIWII, ITOJJIEKAIINX
MPU3BIBY HA BOMHCKYIO CIIYXOY;

CBEJICHUS] MEUIIMHCKOTO XapaKkTepa.

B cocras nepcoHanbHbIX JaHHBIX [[alIIMKOB BXOIAT:

dbamunus, uMs, 0OTYECTBO;

r'OJl, MECsIIl, AaTa U MECTO POXKICHMUS;

aipec;

NacIopTHHIE TaHHBIE;

JTAHHBIE CTPAaxOBOTO CBHUETENHCTBA TOCYJAPCTBEHHOTO IEHCHOHHOTO CTpPaXOBaHMUS
(CHUJIC);,

JTAHHBIE CBUICTENBCTBA O TIOCTAHOBKE HAa YYET B HAJIOTOBOM OpraHe (M3MYECKOTro JIHIA
(MHH);

o0Opa3oBaHue;

MecTO paboThI UIIH y4eObl;
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e 3aHMMaeMas JOJKHOCTB;
e CBEJIEHUS O TPYAOBOM CTaXE;
e CBEJEHUS O JOX0/1aX;
e CEMCHHOE ITOJI0KECHHE;
e TenedoH,
e aJIpec NMEKTPOHHOU MOYTHI.
2.4. B cocTaB nepcoHaJbHBIX JaHHBIX KOHTPAreHTOB BXOMST:
e (amwmins, UMs, OTYECTBO;
e IO, MECsIl, AaTa U MECTO POXKICHMUS;
*  aJpec;
e [aCIOPTHBIE JAHHBIE;
e JIaHHBIE CTPAaXOBOI'O CBMJIETENIIbCTBA TOCYJApPCTBEHHOI'O II€HCHOHHOI'O CTpPaxOBaHUs
(CHUJIC);
e JIaHHBIE CBUJETEJILCTBA O MOCTAHOBKE HAa yY€T B HAJIOIOBOM OpraHe (pM3MYeCcKOro JMla
(MHH);
e aJIpec NNEKTPOHHON MOYTHI;
e TenedoH.
2.5. KIIK me mpousBoautcs 06paboTKa CeNUANbHBIX KaTerOpHid MEePCOHATBHBIX JaHHBIX U
OMOMETPUUECKUX EPCOHATIBHBIX JIaHHBIX.

3. OBPABOTKA INEPCOHAJIBHBIX TJAHHBIX

3.1. B mensx oOecreyeHuss mpaB u cBoOox denmoBeka M TpaxaanumHa KIIK u ero
MPECTAaBUTENSIMHA TIPU 00pabOTKEe MEPCOHANBHBIX JaHHBIX JIOJDKHBI COOMIOAATHCS CIIEAYIOIINe
obmue TpeOOBaHNUS:

3.1.1. OOpaboTka TEpPCOHANBHBIX JAHHBIX JIOJDKHA OCYIIECTBIATHCS Ha 3aKOHHOW U
CIpaBeNINBON OCHOBE, MCKIIIOYUTEIBHO B LENAX oOecreueHus] COONIONEHUS 3aKOHOB M MHBIX
HOPMAaTUBHBIX TPAaBOBbIX aKTOB, COJAEWCTBUS BBINOJHEHHUS JIOTOBOPHBIX O0053aTEIbCTB B
COOTBETCTBUU C 3aKOHOJATENLCTBOM Poccuiickon denepannu.

3.1.2. O6paboTka TMEPCOHATBHBIX JAHHBIX JOJDKHA  OTPaHUYMBATBCA  JIOCTHIKEHHUEM
KOHKPETHBIX, 3apaHee ONpEeAENCHHbIX M 3aKOHHbIX ILesned. He nomyckaercs o6paboTka
NEPCOHANBHBIX JIaHHBIX, a TaKXkXe OObeAMHEHHEe 0a3 JaHHBIX, COJACPXKALIMX MEePCOHAIbHBIE
JTaHHbIEe, 00pabOTKa KOTOPBIX OCYILIECTBISETCS B LEIISAX, HE COBMECTUMBIX MEXAY CO00ii.

3.1.3. Tonyuyernne KIIK mepcoHambHBIX JaHHBIX MOXKET OCYIIECTBISTHCS KakK IyTeM
MPEJICTABICHUS] UX CaMUM CYOBEKTOM MEPCOHAIBHBIX JAaHHBIX, TaK U IyTEM IOJyYEHUs UX U3
UHBIX HMCTOYHMKOB. EciM mnepcoHanbHbIE JaHHBIE BO3MOXHO IOJIYYHUTh TOJBKO Yy TpPEThel
CTOPOHBI, TO CYOBEKT NEPCOHANIbHBIX JAHHBIX JOJDKEH OBITh YBEJOMJIEH 00 3TOM 3apaHee, U OT
HEro JOJDKHO ObITh monyyeHo mnucbMeHHoe coriacue. KIIK momkHO cooOmuTh CyOBEKTY
NEPCOHANBHBIX JAaHHBIX O LEJSIX, MPearnojaraéMblX HCTOYHMKAX M Croco0ax MOJydYeHHUs
NIEPCOHAIBHBIX JaHHBIX, a TAKKE O XapaKTepe MOICKAIINX OJTyUYEHUIO IEPCOHAIBHBIX JaHHBIX
Y TIOCJIEICTBUAX OTKAa3a J1aTh NMCbMEHHOE COIVIACHE HA MX IOJIyUYEHHUE.

3.1.4. KIIK He mmeer mpaBa moirydath u 0OpabaThIBaTh MEpCOHANBHBIE TaHHBIE paOOTHHKA,
[Taiimuka, KOHTpareHTa O €ro MOJUTUYECKUX, PEIUTHO3HBIX U MHBIX YOEXKJACHUSX, O YaCTHOM
KU3HH. B HE0oOXOJMMMBIX clydasx JaHHBIE O YAaCTHOW >KM3HM paboTHuka wim [laimumka
(uH@opMalsT O CEeMEWHBIX, OBITOBBIX, JUYHBIX OTHOIIEHMSIX) MOTYT OBITh TMOJY4YEHBI U
obpaborans! KITK ToJBKO € €ro MUCbMEHHOTO COTJIAcHsl.
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3.1.5. KIIK He mmeer mpaBo moiydaTb M 0OpabaThiBaTh MEPCOHANbHBIE TaHHbIE pAaOOTHHKA,
[Taiimumka, KOHTpareHTa 00 UX YWICHCTBE B OOIIECTBEHHBIX O0OBEAUMHEHUSX WM UX MPOPCOIO3HON
NeSITeIbHOCTH, 33 HCKIIIOYCHHUEM CITy4YaeB, IPEIyCMOTPEHHBIX (eiepaIbHBIMHU 3aKOHAMH.
3.2. Hcnonp3oBaHuE MEPCOHATBHBIX JAHHBIX BO3MOXKHO TOJBKO B COOTBETCTBUU C LIEJSIMH,
OIpe/IeIMBIIMMHU UX MOJy4YEHUE.
3.3. IlepcoHanbHble [aHHbIE HE MOI'YT OBITh HCIOJIB30BaHbl B IENAX HPUYMHEHUS
UMYIIECTBEHHOI'O U MOPAJIBHOIO Bpela TpakAaHaM, 3aTPyAHEHHs pealu3aluu MpaB U CBOOOJ
rpaxaan Poccuiickoit @enepaunu. Orpannuenue mnpaB rpaxiaan Poccuiickoit dexnepanuu Ha
OCHOBE MCIIOJIb30BaHUSI HMHpOpMaLUU 00 MX COLMAIBHOM IIPOMCXOXKJIEHUH, O pacoBOM,
HAallMOHAIIbHOM, SA3BIKOBOM, PEJIMIMO3HOM M MAPTUWHOM NPUHAMIEKHOCTH 3aIPEILIEHO
JIEHCTBYIOLMM 3aKoHOAaTenbCcTBOM Pocculickoit denepanuu.
3.4. Ilpu npuHATHM pelIeHUH, 3aTParuBalOLIMX WHTEpechl paboTHHKa, llaiimuka wmm
koHTparenTa, KIIK He mmeer mpaBa OCHOBBIBATHCS Ha TMEPCOHAIBHBIX JIAHHBIX pPAaOOTHHKA,
[MTaifmmka  WiIM ~ KOHTpareHTa, IOJIYYEHHBIX  UCKIIOYMUTEIBHO B pe3yilbTaTe  HX
aBTOMAaTU3UPOBAHHOM 00pabOTKM O€3 ero MUCbMEHHOT'O COIIacus Ha Takue JIeHCTBHUS.
3.5. Ilpu wunentudukanuu [laiimumka wnm koHTpareHTa KIIK Moxer 3arpeboBaTh
HOPEIbIBICHUS] TOKYMEHTOB, YAOCTOBEPSIOIIUX JHMYHOCTh M IOATBEPKIAIOIIUX MOJTHOMOYUS
npeacrasutens. [Ipu 3akmoueHnn 10roBoOpa, KaKk U B X0Jie BbinoyHeHUs Aoroopa, KIIK moxer
3arpeboBaTh npepocTapieHune [lafKkoM WM KOHTPareHTOM WHBIX JOKYMEHTOB, COJIEPIKAIINX
MH(OPMALIKIO O HEM.
3.6. Ilocne mpuHATHS pEeIICHUS O 3aKIIOYSHHH JOTOBOpA WM MPEJOCTABICHUS JTOKYMEHTOB,
HOJATBEPXKIAIOIIMX IOJHOMOYMS TPEACTaBUTENS, a TakKe BIOCJIEICTBUM, B IpoLecce
BBINOJIHEHUS JIOTOBOpA, K JOKyMEHTaM, COJIep’KallluM IepcoHabHble AaHHble [laiimuka nmm
KOHTpareHTa, TaK ke OyyT OTHOCUTBCS:

— JIOTOBOPBI;

— IIPUKa3bl 10 OCHOBHOM JIEATENbHOCTH;

—  CIIy’)KeOHBIE 3aIICKH;

— Jpyrue TOKYMEHTHI, T BKIIOUEHHE MePCOHATBHBIX TaHHBIX [alIKa Wil KOHTpareHTa

HE00XO0/IMMO COTJIACHO JAECUCTBYIOLEMY 3aKOHOAATEIbCTBY.

3.7.  He nomyckaercs oTBeyaTh Ha BOINPOCHI, CBSI3aHHBIE C MPEIOCTABICHUEM MEePCOHAIBHBIX
JAHHBIX 10 TeaeQoHy Win (pakcy.
3.8.  XpaHeHHMe NepCOHANBHBIX JAaHHBIX JIOJHKHO MPOUCXOIUTH B MOPSIKE, UCKITIOYAIOIIEM UX
yTpaTy Wi UX HEIIPAaBOMEPHOE UCIIOIb30BaHHE.
3.9. Ilepuon xpaHeHus U 00paOOTKH EPCOHANBHBIX JaHHBIX OMPEEIISETCS B COOTBETCTBHHU C
®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHaabHBIX TaHHBIX».
3.10. KIIK ocymecTBiser 00paboTKy MepCOHATBHBIX JaHHBIX CIEAYIOIIUMHU CIIOCOOAMHU:
3.10.1. ABromaTu3upoBaHHas 0O0pabOTKa MEPCOHAIbHBIX JAHHBIX - 00pabOTKa MEpCOHATBHBIX
JAHHBIX C IOMOIIBIO CPEJICTB BHIYUCITUTEIBHO TEXHUKH.
3.10.2. O6paboTKka TMEPCOHATBHBIX JaHHBIX 0€3 WCIOJIB30BAaHUS CPEJICTB aBTOMAaTH3AI[UU

(HeaBTOMaTI/BI/IpOBaHHaH) - o6pa60TKa NEpCOHAIIBHBIX JaHHBIX, COACPpIKAIINXCA B
HH(I)OpMaHHOHHOﬁ CUCTECMC INICPCOHAJIBHBIX JaHHBIX 00 HM3BJIICUCHHBIX M3 TaKOM CHUCTEMBI,
CUHUTACTCA OCYU.ICCTB.IICHHOﬁ 0e3 HCIIOJIb30BaHUA CpcaACTB aBTOMaTHU3alllu1

(HeaBTOMaTI/I3I/IpOBaHHOI7I), €CJInN TaKHuc ,Z[CI>'ICTBI/I$I C TNCpCOHAJIBHBIMU  JAHHBIMH, KakK
HCIIOJIB30BAHUE, YTOYHCHHEC, pPACIIPOCTPAHCHUE, YHUUTOXCHUC TIICPCOHAJIBHBIX HOaHHBIX B
OTHOIICHHUH KaXa0ro wu3 Cy6’BeKTOB NEPCOHATIBHBIX  JAaHHBIX, OCYIICCTBJIAIOTCA IIPU
HEMMOCPCACTBCHHOM YUAaCTUH YE€JIIOBCKA.
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3.10.3. Cmemannas 00paboTKa NEPCOHATBHBIX JAHHBIX - 00pa0bO0TKa NePCOHANTBHBIX JAHHBIX KaK
C MCIIOJIb30BAaHUEM CPE/ICTB aBTOMATH3AIlUHU, TaK U 0€3 NCIIOJIB30BAHUS TAKUX CPEACTB.
3.11. OO0paboTka MepCOHANBHBIX JaHHBIX HAYMHAETCS C MOMEHTA MOCTYIUICHHUS! IEPCOHATBHBIX
nansbix B KIIK u mpekpaiaercs:

— B CJIy4ae BBIABJICHUS HENPABOMEPHBIX IEHCTBUI ¢ EPCOHAIBHBIMU JIaHHBIMU B CPOK, HE

NPEBBIMIAIOIINN TPpeX paboYMX JAHEH C JaThl TAKOTO BHISIBICHUS;
— B CIlydae JIOCTM)KEHUS 11esTi 00pabOTKU MEPCOHABHBIX TaHHBIX;
— B CiIy4ac OT3bIBa CYOBEKTOM IEPCOHAIBHBIX JAaHHBIX COTJIacUsi Ha 00pabOTKy CBOMX
HEPCOHAIbHBIX JaHHBIX;

— B ciydae npekpaiienus aesrenbHocty KIIK.
3.12. KIIK BmnpaBe mopyuuTh 00paOOTKY MEPCOHAIBHBIX JTaHHBIX JIPYTOMY JIMILy C COTJIacHs
CyObeKTa MEepPCOHAIBHBIX JAaHHBIX, €CIM MHOE HE NPEAYCMOTPEHO (efepalbHbIM 3aKOHOM, Ha
OCHOBAHMHU 3aKJIFOYAEMOr0 C 3TUM JIMLOM JOTOBOPa, B TOM 4YHCIE T'OCYAAPCTBEHHOI'O WIIH
MYHUIUIAIBHOIO KOHTPAKTA.
3.12.1. JIuno, ocymecTBisomee o0paboTKy NepCOHANbHBIX AaHHBIX 1o mopydenuto KIIK,
00si3aH0  coONIONATh MPUHIMIIBI W TpaBwia OO0paOOTKM  MEPCOHAIBHBIX  JTaHHBIX,
npexycMmoTpernbsie denepanbabiM 3akoHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX
nanHbix». B nopyuenun KIIK nomxHbl OBITH OIpeneieHbl NepedeHb NeHCTBUI (omepanuil) ¢
HEePCOHATbHBIMM JJAHHBIMH, KOTOpPbIE OYIyT COBEPLIATHCS JIULIOM, OCYILECTBIIIONUM 00pabOTKy
HEPCOHANbHBIX JIaHHBIX, U LEIU 00pabOTKH, JOKHA OBITh YCTaHOBJIEHA OOS3aHHOCTb TAKOI'O
auna cobmoaaTh KOHGUIEHINANBHOCTD EPCOHANIBHBIX JaHHBIX U 00ecreunBaTh 0€30MacHOCTh
NEPCOHANbHBIX JaHHBIX NMPU UX 00pabOTKe, a TaKKe TOJDKHBI ObITh YKa3aHbl TpeOOBaHHS K
3amuTe 00pabaThIBaeMbIX IEPCOHAIBHBIX JaHHBIX B COOTBETCTBHM CO craThed 19
®enepanbHoro 3akoHa ot 27.07.2006 Ne 152-®D3 «O nepcoHanbHbIX JTaHHBIX.
3.12.2. JIuno, ocymecTBisitoniee 00padOTKy MepcoHATBHBIX MaHHBIX 1o mopydeHuto KIIK, e
00s3aHO TOJy4YaTh CoOrJlacMe CyObEeKTa IEePCOHAIBHBIX JaHHBIX Ha O00paboOTKy ero
NEPCOHAIBHBIX JIaHHBIX.
3.12.3. B cayuae, ecnmu KIIK nmopyuaer oOpaboTKy MEpCOHAIbHBIX JAHHBIX IPYroMmy JIMILLY,
OTBETCTBEHHOCTb I€pe]] CYOBEKTOM IEpPCOHANIBHBIX JIAHHBIX 3a JEHCTBHS YyKa3aHHOIO JMIA
Hecet KIIK. Jlumo, ocymectnistomnee o0paboTKy MepcoHaIbHbIX JaHHBIX M0 nopydyeHuto KIIK,
HeceT oTBeTcTBEeHHOCTh nepen KIIK.

4. OBPABOTKA INEPCOHAJIBHBIX TAHHBIX, PASPEIIEHHBIX CYBBEKTOM
INEPCOHAJIBHBIX JTAHHBIX JIJISI PACITPOCTPAHEHUA

41. Cornacue Ha 00pabOTKy NEpCOHAJIBHBIX JAHHBIX, pa3pPEHICHHbIX CYOBEKTOM
NEPCOHAIBHBIX JAHHBIX JJIS pacnpocTpaHeHUs, O(QOpMIISETCS OTIAENbHO OT MHBIX COIJIacUil
CcyOBbeKTa MePCOHATBHBIX JAHHBIX Ha 00pa0OTKY €ro NepCOHAIbHBIX JaHHBIX.

KIIK oOecnieunBaer CyOBEKTYy MEpPCOHATBHBIX MTaHHBIX BO3MOXHOCTb ONpPEAEIUTH
IIEpPEUYEHb MEPCOHAIBHBIX JAaHHBIX IO KaXKIOW KaTErOpHM MEPCOHANBHBIX JaHHBIX, YKA3aHHOU B
corylacMM Ha 00pabOTKy MEpPCOHAIBHBIX IaHHBIX, Pa3peIIeHHBIX CYOBEKTOM IEePCOHAIBHBIX
JAHHBIX JUISl paCIIPOCTPaHEHUSI.

42. B cormacum Ha 00pabOTKy TEpPCOHAIBHBIX JJaHHBIX, pa3pEeIICHHBIX CYOBEKTOM
NEPCOHAIBHBIX JIAaHHBIX [UISl PaclpOCTpaHEeHHs, CYOBEKT IEepPCOHANbHBIX JaHHBIX BIIpPaBe
YCTaHOBUTH 3alpeThl Ha Iepenady (KpoMme MpeloCTaBI€HUs JOCTYIa) 3TUX MNEepCOHAIbHBIX
nanHbix KIIK HeorpaHuueHHOMY Kpyry JHI[, a TakXe 3alpeTbl Ha 00pabOTKy WM YCIOBHUS
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00paboTKH (KpoMe MOTyYeHHsI JOCTYIIA) STUX NEPCOHANBHBIX JaHHBIX HEOTPAHUYEHHBIM KPYTOM
JIMIL.

4.3. YcraHOBIIEHHBIE CYOBEKTOM II€PCOHAJIBHBIX JIAaHHBIX 3alpeTbl Ha mepemady (Kpome
MPEIOCTABIICHUS JIOCTYIIA), a TaKKe Ha 00pabOTKy MM yCIOBUSL 00pabOTKH (KpOMe TOTydeHUS
JOCTyNa) NEPCOHAIBHBIX JaHHBIX, Pa3pelICHHBIX CYOBEKTOM MEePCOHANBHBIX MAHHBIX IS
pacnpocTpaHEHHs, HE paCHpPOCTPAHSIOTCA Ha Ciydan OOpaOOTKM IEpPCOHAJIbHBIX NAaHHBIX B
rOCy/IapCTBEHHBIX, OOILECTBEHHBIX M HMHBIX MYOJUMYHBIX HWHTEpEcax, OMPEeesIeHHBIX
3aKkoHoJaTenbcTBOM Poccuiickont denepanuu.

4.4, Monuyanne wunu Oe3aciicTBUE CyOBEKTa TMEPCOHAIBHBIX JAHHBIX HHU TIPH KaKHX
OOCTOSATENICTBAX HE MOXKET CUYHMTAThCS corjacueM Ha 00pabOTKy MepCOHABHBIX JaHHBIX,
pa3pelIeHHBIX CYOBEKTOM NEPCOHATBHBIX JAHHBIX JUISl PACTIPOCTPAHCHHS.

4.5. KIIK B cpok He mo3aHee Tpex pabouux JHEH ¢ MOMEHTA MOJIYYEeHHUSI COOTBETCTBYIOILETO
coryiacusi cyObeKTa MepcoHaIbHBIX JaHHBIX MYOIUKYeT HHPOPMALIUIO 00 YCIOBUAX 00pabOTKU U
0 HAJIMYUH 3aMPETOB M YCIOBHUIl HAa 00pabOTKY HEOTpaHHMUYEHHBIM KPYIOM JIMI[ MEPCOHAIbHBIX
JAHHBIX, pa3peIIEHHBIX CYOBEKTOM MEPCOHANBHBIX TAHHBIX JIJIS1 paCPOCTPAHEHHUS.

4.6. KIIK B mo6oe Bpems mo TpeOOBaHUIO CyOBEKTa MEPCOHATIbHBIX JAHHBIX MpEKpalaeT
nepenavy (pacrnpocTpaHeHue, MpeqoCTaBlIeHHe, T0CTYI) NePCOHANBHBIX TaHHBIX, Pa3pelICHHBIX
CyOBEKTOM MEePCOHATBHBIX TAHHBIX ISl pACIIPOCTPAHEHUSI.

JleticTBue coriacus CyOBEKTa NMEPCOHANBHBIX JAaHHBIX HAa 00pabOTKy NEepCOHAIbHBIX
JAHHBIX, pa3pelICHHBIX CyOBEKTOM TEPCOHANBHBIX JAaHHBIX UIS  PacIpOCTPAaHEHHS,
npekpaiaercst ¢ MomeHta nocrymuienus KIIK TtpebGoBanus, ykazanHoro m. 4.6 HacTosIero
ITonoxenus.

5. 3AIIUTA INIEPCOHAJIBHBIX IAHHBIX

5.1. KIIK omnpeneneno, 4to Ha WHGOPMAIMIO, COJICPKAINIYI0 IEPCOHAIBHBIC JaHHBIC,
pacrpocTpaHseTcs peKUM KOH(DUICHINAIBHOCTH.

5.2. Opraamszanus pabotel mo 3amute KoHduaeHimansHOW WHPOPMALWHU, B TOM YHCIE
NEPCOHAIBHBIX JIaHHBIX.

5.2.1. be3onacHOCTb MEPCOHAJBHBIX AAHHBIX NMPH HUX HCHOJIb30BaHUU U o0Opadorke B KIIK
oOecrieunBaeTcss C TOMOLIBIO cucTeMbl 3anmThl  KoHbuaeHumansHOW  HMHMOpMaIyH,
paspaboranHoii camum KIIK (nanee — cucrtema 3amursr).

IIpu pa3paboTke cucTeMbl 3aIUThl yuuThIBaach oO0s3aHHOCTH KIIK obGecrneunBarh
3alllUTy TEPCOHAJBHBIX JAHHBIX OT HEMPAaBOMEPHOIO WM CIy4yalHOro JOCTyla K HHM,
YHUUYTOKEHHUS, U3MEHEHUs], OJIOKUPOBaHMSI, KOMMPOBAHUS, MPEAOCTABICHUS, PaCIPOCTPAHEHUS
NEPCOHANBHBIX JAHHBIX, a TaKKe OT HWHBIX HEMPABOMEPHBIX JCUCTBHA B OTHOUICHUH
NEPCOHANBHBIX JaHHBIX, B TOM YHCJIE€ NPUHUMATh MeEpbI, YCTAaHOBIEHHBIE cTaThei 19
®epnepanbHoro 3akoHa ot 27.07.2006 roga Nel52-D3 «O nepcoHanbHbBIX JaHHBIX).

5.2.2. Cucrema 3alIMThl peaqu3yeTcss MyTeM IpPOBEACHUS HECKOJIbKUX B3aWMOCBA3aHHBIX
npoueccoB. K HUM oTHOCATCA:
— OIpeJieNIeHne aKTyalIbHBIX YTP0o3 0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX.

[Topsimok ompeeneHust akKTyaJlbHBIX YIpo3 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX, U
OTBETCTBEHHBIH 3a MpOBeIeHUE MPOLIEAYPhI ONpeIeIeHUs] aKTyalbHbIX Yrpo3 0€30MacHOCTH,
omnpenensercs npukazom pykosoautens KIIK.

PesynbraTrom  mpoBeneHUs — MpoOLENyphl  ONpEAENeHUS  aKTyaJlbHBIX  YIpo3
0€30MacHOCTH MEPCOHAIbHBIX JAHHBIX, SBISIETCd COCTaBJICHHME aKTa OIpeleIeHUs
aKTyaJbHBIX YTPO3 O€30MaCHOCTH;
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orpeseNiecHue HEOOXOAMMBIX IMPABOBBIX, OPTaHU3AMMOHHBIX U TEXHUYECKHX MeEp II0

obecrieueHUI0O 0E€30MMAaCHOCTH  TEPCOHAIBHBIX JIAHHBIX, TMpPU HX 00paboTke B

WH()OPMAIMOHHBIX CHCTEMaxX, HWCIOJTHEHHE KOTOPHIX 00eCIeuynBaeT HEOOXO0IUMBIN
YpOBEHbB 3alUIIEHHOCTH;

Heo0xoauMelii ypoBEeHb 3alMIIEHHOCTH MEPCOHAIBHBIX JaHHBIX IpU 00paboTKe B

uHpopManMOHHbIX cuctemax ompenensercs KIIK mpu BbISIBIEHHH aKTyalbHBIX YIPO3

0e30macHOCTH U (PUKCUPYETCS B aKTE OINPEACICHHUS aKTyalbHBIX YTPO3 0€30IIaCHOCTH.

5.2.3.

HaaJIe)Kamee NpUMCHCHHUEC ONIPCACIICHHBIX ITPABOBBIX, OPTaHU3allMOHHBIX U TCXHUYCCKUX
Mep 1o obOecnedeHHr0 Oe30MacHOCTH TEPCOHANBHBIX MAHHBIX NPH UX 00paboTKe B
I/IH(I)OpMaL[I/IOHHBIX CUCTCMAX, a TaK XK€ NPUMCHCHUC MNPOIICAUIMX B YCTAHOBJICHHOM
MOpAAKE MPpOoUCAYpPY OLUCHKHU COOTBECTCTBUA CPCACTB 3allIUTHI NICPCOHAJIbHBIX JAHHBIX
IIPOBEIEHUE OLEHKU 3(P(HEKTUBHOCTH NPUHUMAEMBIX Mep IO 00ecHeueHHUro
0€30MaCHOCTH IEPCOHANbHBIX JAHHBIX C YCTAHOBJIEHHOW B HacrosiueM llonoxxeHun
NEPUOANYIHOCTBIO,

obecrieueHrEe KOHTPOJIS HauIeXKallell pean3aluy Mep M0 00ecleueHnIo 0e30acHOCTH
NEPCOHATIbHBIX TaHHBIX.

B neiIax oOecrieueHus q)YHKLII/IOHI/IpOBaHI/I?[ CHUCTCMBbI 3allIUThI PYKOBOAUTCIIb BBIIIOJIHACT

cnenyromue GyHKINH:

5.24.

opraHu3zaiys pa3pabOTKH MPOEKTOB M yTBepxkaeHue BHyTpeHHUX NokymeHToB KIIK mo
BOIIpOcaM 00ecIeyeH!s pekrMa KOHPUACHIIMATBbHOCTH, ONPEIEICHNs PEKUMa MOpsaKa
oOpallieHus ¢ IePCOHATIbHBIMU JaHHBIMU € IIpUBJIe4eHHEM UHBIX paboTHHKOB KIIK;
OpraHu3arus B3alMOJIEHCTBUS C OopraHamu rocy/1lapCTBEHHOMN BJIACTH,
[IPABOOXPAHUTEIBHBIMM U HAA30pPHBIMM OpraHaMu II0 BONpOcaM OOecleyeHUs Hu
coOuTroIeHHsI pekuMa KOH(UACHITHAIEHOCTH,

yTBepkaeHue PeecTpa mpaB jgocrtyma, B TOM 4YHCIE IPU BHECEHUU H3MEHEHUU H
JIOTIOTHCHUIM;

paccMOTpeHHEe BOIIPpOca O Nepeadye MepCOHANbHBIX TaHHBIX TPETHUM JIMLIAM;
pacCMOTpPEHHE MPENJIOKEHUN O CHATUM OIPAaHWYEHMH Ha JOCTYNl K IEPCOHAIBHBIM
JAaHHBIM, a TaKkKe O BO3MOXXHOCTM ONYyOJIMKOBAaHUS Takod HMHPOpPMAIUM Ha
0O0IIEIOCTYITHBIX pecypcax (PacKphITUs);

orpeJieieHue TpeOOBaHMH K TEXHHYECKOMY OCHAIIEHUIO IIOMEIIEHUI, B KOTOPBIX
OCYILECTBIIsIeTCS paboTa ¢ MePCOHAIBHBIMU JaHHBIMU,

OCYILECTBIICHHE KOHTPOJIA 3a 0OecreueHueM peskuMa 0e30MacHOCTH TOMEILEHUIH;
MIPUHATHE PEIIEHUH 0 He0OX0JMMOCTH IpoBeAeHUs 00yueHuit 1yt padotHukoB KIIK;
MIPOBEJICHNE TUIAHOBBIX U BHE3AMHBIX IPOBEPOK Ha MPEIMET COOJIIOEHUS pexuMa
koHpuneHmanbHocTH B KIIK pabornukamu KIIK;

NPUHATHE PELIeHUH O HeOOXOAMMOCTH OTCTPaHEHHUs OT paboThl ¢ KOH(UACHIUAIBLHON
uHpopmanuu pabotHukos KIIK, Hapymaromux pexxum koHpuaenumansuoctu B KIIK;
paccMOTpeHHe  HMHBIX  BONPOCOB  oOecreueHuss W COONIOACHUS  pexHuMa
KOH(HICHIIMATBHOCTH.

3amuTe NOJUIEKaT BCE IEPCOHANbHBIE JAHHBIE, OINPENEICHHBIE 1. 2 HACTOALIErO

HOJIO)KGHI/IH, B TOM 4YHUCIJIC:

NepCOHAJbHBIE JaHHbBIE CYOBEKTa, COJepKAIIUECS B KONMUIX JOKYMEHTOB;
NepCoHaJIbHbBIC JaHHbIE CyOBEeKTa, coJepKalecs B JoOKyMeHTax, co3nanubix KIIK;
MepCOHANbHbIE TaHHbIE CYOBEKTa, 3aHECEHHbIE B yUeTHbIE (DOPMBI;
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— 3aIluCH, CoAepXKallie MepCOHaIbHbIE TaHHBIE CYOBEKTa,

— IepCOHalbHbIE JaHHbIE CYyOBEKTA, COJepKALIUECS HA JEKTPOHHBIX HOCUTENSX;

— TepcOHaJbHbIE JaHHbIE CcyOBeKTa, oOpabaThiBaeMble B MH(OPMALMOHHBIX CHCTEMax
NIEPCOHAIBHBIX JaHHBIX;

— TepCOHANbHBIC JaHHbIE CyOBEKTa, pa3pelIeHHbIE CYOBEKTOM ISl paCIIPOCTPAHEHUSI.

5.3.  IIpaBoBble MepHI 3aLIUTHI IEPCOHATBHBIX JaHHbIX.

5.3.1. K npaBoBBIM MepaMm 3amuThl IEPCOHANBHBIX JTaHHBIX OTHOCHTCS:

1) PazpaGoTrka u yTBepkIeHHE JOKadbHBIX HOpMaTuBHBIX akToB KIIK: Iomutnku B
OTHOIIEHNH O00pabOTKM M 3alIUThl TMEPCOHAIBHBIX JaHHBIX, llonokeHUs O 3ammTe
NEPCOHANBHBIX JaHHBIX pPAa0OTHUKOB, [lafilIMKOB W KOHTPAareHTOB, HHBIX JOKYMEHTOB,
KOTOPBIMHM pErIaMEHTHPYETCsl MOpAIoK opraHuzanuu cucremsl 3ammrtel B KIIK (nanee —
PernameHnTupyromue 10KyMeHTHI).

2) O6s3arHOCTh KIIK OCymIecTBiIsiITh MOHUTOPUHT ICHCTBYIOIIETO 3aKOHOAATEIIbCTBA.

5.3.2. PernamenTtupymomue A0KyMeHTHl paszpabatsiBatorcsi camuM KIIK wnm ¢ mpuBneyennem
TPETHUX JINL U yTBepkaatoTcs pykosoaurenem KIIK.

5.3.3. PernameHtupyromue JOKYMEHTbl JOJDKHBI IepecMaTpuBaTbCsi Ha MpPeAMET HX
aKTyaJIbHOCTH U HEOOXOJMMOCTH BHECEHHS U3MEHEHUI HE peke OJHOI0 pasa B rojl, a TaKxKe:

— B Clyyae U3MEHEHMs 3aKOHOAATEIbCTBA, PErIAMEHTHPYIOLIEro MOpSAOK OOpalleHus
opranuzaiuii ¢ KonduaenuuansHoil nHpopmanyeil u ycTaHaBIUBaIOIIEro TPeOOBaHUS K
3anmTe MHGOPMaIUK, B TOM YHCIIE 3aKOHOJATEIbCTBA O NEPCOHAIbHBIX JaHHBIX;

— B ClIy4ae YyCTaHOBJIEHHsS (aKTOB HECAHKIMOHUPOBAHHOIO JOCTyNa K IE€PCOHAIbHBIM
JaHHBIM, TpyOoro HapyueHusi pabotHukamu KIIK pexuma kxoHduaeHIHanbHOCTH,
pasriameHus 1 yTeuku nHGopMaluu, CoAepKalleld NepcoHanbHbIe JaHHBIE,

— Ha OCHOBAHUU 3aKJIOYEHUs, CPOPMUPOBAHHOIO I10 pe3yJbTaTaM MPOBEAECHUS OUePEIHON
OLICHKH JIOCTATOYHOCTH NPUHATBIX MEP 110 3aILUTE NEPCOHAIBHBIX JaHHBIX.

5.4.  OpraHu3zalMOHHbIC MEpPbI 3AILUTHI IEPCOHAIBHBIX JTaHHBIX.

K opranuzanmoHHBIM MepaM 3alIUThl IEPCOHAIBHBIX JaHHBIX OTHOCATCS:

5.4.1. OmnpeneneHue NpaBui 10CTyNa K MHPOPMALIUH, COIEpIKallell IepCOHAIbHBIE JaHHBIE.
5.4.11. K pabore c wunpopmainuen, coaepx amlieil NepCOHATbHbIE ITaHHBIE, MOTYT OBITh
nomnyiensl pabotHuku KIIK npu 01HOBpEMEHHOM BBIITOJIHEHUH CIEIYIOIINUX YCIOBUMN:

— JIOJKHOCTH pabOTHMKA yKa3aHa B Peectpe mpaB npoctyna;

— pabOTHUK O3HAKOMJIEH IO MOANUCh ¢ PeecTpoM mpaB JocTynma M HAaCTOSIIUM
[Tonoxenuewm;

— pabornukom KIIK moamucano OO6s3aTenbCTBO O HEpasIiIallleHUMH KOH(UACHIMAIbHON
uH(pOpMaLIUH.

5.4.1.2. Ilpukazom pykosoaurens KIIK c nensto onpeaeneHus nepeyHs JML, A0CTYN KOTOPBIX K
uHpOpMalKK, coaepXkKalllel NepcoHaNbHble JaHHbIe, HEOOXOAUM JUIS BBIOJHEHUS UMHU CBOUX
JOJDKHOCTHBIX ~ OOsI3aHHOCTEH, M OINpeneieHuss HeoOXxoaumoro obObemMa HH(pOpMaLUy,
coJiepKalleil TepcoHaNbHbIE JaHHbIE, C KOTOPBIM BIIpaBe paboTaTh KaXIbld M3 TaKHX
paboTHUKOB, yTBepkaaeTcs Peectp npas gocryma.

1) [Ipu yrBepxaenun Peectpa npas noctyna KIIK pykoBOACTBYETCS MPaBUIOM O TOM, YTO
JIOCTYII K TEPCOHAJIBHBIM JaHHBIM JIOJDKEH MPEIOCTaBIATHCA TOJIBKO TEM JIMIAM, KOTOPBIM
NEPCOHAIbHBIE JAaHHbIE HEOOXOIUMBI ISl BBIMOJIHEHUS BO3JIOKEHHBIX HAa HHMX JOJKHOCTHBIX
00s13aHHOCTEH U TOJIBKO B TOM 00BbeMe (K TOH ee yacTu), KOTOPbI HEOOXOAUM ISl BBITIOJTHEHUS
OTpe/IeIeHHBIX (QYHKIUH.

2) Peectp npas nocryna KIIK conepxut cienyromryto nHpOpMaIuio:
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— pomwkHoctd pabotHukoB KIIK, momymieHHbIX kK pabore ¢ mHbopMmammen, coaepkarien
MEPCOHAIbHBIE TaHHBIE;

— Kareropuu uHGOpMaIUH, K KOTOPIM paOOTHUKH UMEIOT JOCTYTI;

— pecypcbl ”HGOPMAITMOHHON CUCTEMBI, K KOTOPBIM paOOTHUKH UMEIOT JJOCTYTI,

— Kpunrorpaduueckue Kito4H, K KOTOPHIM paOOTHUKHA UMEIOT JJOCTYII.

3) Peectp mpaB noctyna MmojuieKUT 00s13aTENbHOMY MEPECMOTPY HE peke OJIHOTO pasa B
roJl, a TAK)KE B ClIydae:

— wu3MeHeHus mwratHoro pacnucanus KIIK;

— M3MeHeHMs (PYHKIHOHAJIA ONpeAeTICHHON JOIKHOCTH;

— H3MEHEHHMs [IepeyUHs PecypcoB HH(DOPMALIMOHHON CUCTEMBI;

— npuoOpereHus WM yHuuToxeHus Kpunrorpaguueckux Kirouei.

4) [IpaBoM mpenocTaBieHHs, OTPaHUYEHUS, IPEKPALICHUs JOCTYyNa KO Bceld mHpopMaluu,
coJepKalleil MepcoHaJbHbIE TaHHBIE, CO3/1aBaeMoi, XpaHuMoil u obOpabartsiBaemoii B KIIK,
BKIItOUasi ”HPOPMAITUIO, TIOTYYSHHYIO OT TPEThUX JIHII, 00JaaaeT pykoBoaurens KITK.
54.1.3. lo nayama pabOTHl C TEPCOHATLHBIMH JAHHBIMH DPAOOTHHK JOJDKCH TIOJITUCATh
O0s13aTeNnbCTBO 0 Hepas3ralleHn KOH(UIeHIIMAIbHON HHpOpMAaIIIH.

OO0s13aTeNbCTBO O HEpasIIallleHUd KOH(PHUACHIMANbHON HHPOpMAIMK, MOJIMUCAHHOE
pabotaukom KIIK, npuobuiaetcs k 1uyHOMY J1eTy paOOTHHKA.
5.4.1.4. Onpenenenue oOs3anHocTe s pabornukoB KIIK mpu pabGoTte ¢ mepcoHaabHBIMU
nmanaeiMu.  PaGotauk KIIK, pomymenHsnii k pabore ¢ uwHbOpMauei, coaepiKaiien
NEPCOHAIbHBIE ITaHHbIE, 00s3aH:
— 3HaTb M BBHIIOJNHATH TpeOoBaHUs HacTosAwero IlonoxeHusi, WHBIX BHYTPEHHUX
JIOKYMEHTOB TI0 3alUuTe UH(POpMAIIHH;
— co0moIaTh OrpaHMYeHHs, YCTAaHOBJICHHBIE PeecTpoM mpaB gocTyna: paboTaTh TOJIBKO C
TEMHU CBEICHUSAMU W HCIOJIb30BaTh TOJBKO T€ Pecypchl MH(OPMALMOHHOW CHCTEMBI,
KOTOpBIE onpezeneHsl PeectpoM npas n1octymna;
— coOmoaTh MOPSAIOK pabOThl M MEPHI MO 3aIUTE CTABIIMX €My U3BECTHBIMH CBEACHMM
KOH(HJIEHIIMATIBHOTO XapaKTepa;
— cobmonaTh npaBuiia paboThl ¢ HOCUTEISIMUA WH(OpMAalLNHU, CoJepKalleil mepcoHalbHbIe
JTaHHbIE, OPSI0K UX y4eTa U XpaHeHus, 00ecreunBaTh B Ipolecce paboTbl COXPaHHOCTb
CBEICHMI, COIEPKALINXCS B HUX OT [IOCTOPOHHHUX JINLL;
— He3aMeJUIMTENbHO B NHCbMEHHOM ¢opme, uHpopmupoBats pykooautens KIIK o
HOMBITKaX HECAHKIMOHUPOBAHHOTO JIOCTyNMa K HMH()OPMALMOHHBIM pecypcaMm |
CBEICHMSIM, COJEP)KALUM IEPCOHAIBHBIE JaHHbIE, O MONBITKaX IOJKYyMNa, Yyrpos,
IIaHTa)ka APYTMMH JIMLAMHU C eJIbI0 OJIY4YEHUs I0CTyNa K yKa3aHHON MH(pOpMaLny;
— J1aBaTh MUCbMEHHBIE OOBSICHEHUS O JOMYLICHHBIX JIMYHBIX HAPYIIEHUSIX YCTaHOBJICHHOTO
nopsijika paboThl, yueTa U XpaHEeHUs! JOKYMEHTOB, COJEp KALINX MePCOHAIbHBIE TaHHbIE,
U MAallMHHBIX CBEMHBIX HoOcuTenell MHdopmanuu, a Takke O (akTax HMX YTpaThl,
nepesayy JpyruM Juiam.
5.4.1.5. Onpenenenue orpanuuenuit s padoraukoB KIIK mpu pabGore ¢ mepcoHanibHBIMU
JTAHHBIMHU.

PaGotHuky, nomymeHHoOMy K pabore ¢ uH(popMmaiuel, cojiepraiieid nepcoHallbHbIE
JaHHbIE, 3aIpelaeTCs:

— TepenaBaTh CBEJACHHS KOH(HICHIIMAIBHOTO XapakTepa W JTOKYMEHTHI (B YCTHOH dopme,
no TenedoHy, Ha OyMaXHBIX M MaUIMHHBIX HOCUTENSIX, B JIGKTPOHHON BHUJE U T.1.)
JIPYTUM JIUIaM;
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5.4.2.

Tlonoowcenue o sawume nepCcoHaiIbHblX ()aHHbl.x

pabomuuxos, latiwuxos u konmpaeenmog KIIK « Coepecamenvuviti Kanumany
UCIOJIb30BaTh HMH(OpPMAIIMIO, COJEPKAllyl0 TEPCOHANIBHBIC JJaHHBIE, B OTKPBITOU
MEPENUCKE, CTAThIX U BBICTYIICHUAX, a TAKXKE B JJMYHBIX HHTEPECAX;
nepeaaBaTh MO HE3ANTUIIICHHBIM TEXHUYECKMM KaHajlaM CBSI3M, B TOM YHCJIE COOOIIATh
(oOcyxnate) 1o TenedoHy CBEACHUS, COIEepKAIIKE TIEPCOHATIBHBIC TaHHbIC,
CHHUMATh KOIUU C JIOKYMEHTOB, COJICpPKAIUX MEePCOHAIbHBIC JTaHHBIC, WJIH ITPOU3BOIUTH
BBIIIUCKH U3 HUX;
kormpoBath gokyMeHThl KIIK, comepxariue nepcoHallbHbIC JTaHHBIC, H XPAaHUTh UX Ha
MAIIMHHBIX CHEMHBIX HOCHTENSX HH(OpPMAIMK, a TaKKe HCIOJIb30BaTh Pa3INYHBIC
TEXHUYECKHE CpPEJCTBA, CIOCOOHBIE HAKAIUIMBaTh W XpaHUTh WHpOpManuio B
IeKTpoHHOM BHJe ((HoTO, BHAECO W 3BYKO3ANMHUCHIBAIOIIYIO Aallaparypy, COTOBBHIE
TenedOHBI | T.I1.), 32 UCKITIOUEHHUEM CTy4aeB, ONMMCAHHBIX B HacTosmeM [lonoxenuu;
BBITIOJIHATh Pa0OThl C MaT€pUaIbHBIMH M MAIIMHHBIMA HOCHTEIISIMH, COJCPKAIIMMHU
MIEPCOHAIBHBIE JIaHHBIC, BHE CIY)KCOHBIX MOMEIICHUH (TIOMEIICHUN, T/Ie Pa3MEIICHBI
noapasaenenus KITK);
BBIHOCUTh U3 CIYXEOHBIX TIOMEIICHUH JOKYMEHThl W MAIIMHHBIE HOCUTEIH C
uH(pOopMaIneH, coaepxkaiield NepcoHaIbHbIC TaHHBIC.
Hasnauenue nuia, OTBETCTBEHHOTO 32 HH()OPMAIMOHHYIO O€30TIaCHOCTb.
[Tpukazom pykoBoautens KIIK Haznauaercs auio, OTBETCTBEHHOE 32 HH(OPMALIMOHHYIO

0e301macHOCTb. B unciio ero o0s3aHHOCTEH BXOJAT:

5.4.3.

OpraHM3alys Ipouecca peaju3aluyd HOpM, YCTaHOBJIEHHBIX HacTosuuM [lonoxenuem, B
TOM uyHcle o0ecrnedeHne paboThl CHUCTEMbI 3allUThl HMHGOpPMAlMU, CoAepXKaleH
NIEPCOHAJILHBIE TaHHBIE;

obecnieuenne npumeHenus B KIIK omnpeneneHHplx Mep 3amurthl  MH(OpMAaIMH,
coepIKallell NepCOHAIbHBIE JaHHBIC;

KOHTpOJIb 3a cobmtonenueM pabornukamu KIIK tpe6oBanuii Hactosimero Ionoxenns;
npoBeneHue oOyuenuit mist padotHukoB KIIK B mensx o3HaKOMIICHHUS C TPEOOBAHHUSIMH
Hactosero [lonoxenus;

cOOp W aHaluM3 CTAaTUCTHUYECKHX JaHHBIX 00 AKTyaJbHBIX yrpo3ax O€30MacHOCTH,
xapakrepHbix 1 KIIK;

BHeceHue mpeuiokeHuil pykooauteno KIIK o HeoOXoquMocTH MpoBeAEHUs OLIEHKU
JIOCTAaTOYHOCTU MPHUHATHIX Mep MO 3amuTe MH(OpMAIMH, COJepiKalled NMepcoHalbHbIe
JaHHBIC, TPEUIOKEHUH IO BHECEHUIO M3MEHEHUH BO BHYyTpeHHHE AokymMeHTHl KIIK,
pernamentupyroue aestenbHocth KIIK mo 3amurte wunbopmanmu, conepxaiieit
IIEPCOHANIBHBIE ~ JAaHHbIE, MPEUIOKEHUM 10 WHBIM  BONPOCaM, CBSI3aHHBIM C
nesitenbHOCTBIO KIIK mo 3amure nngopmannu, coaeprkaiiei nepcoHanbHbIe TaHHBIE.
Onpenenenre nopsaka nepesady MepcoHanbHbIX JaHHBIX.

5.4.3.1. Uudopmanus, comeprkamias rnepcoHaIbHbIE AaHHBIC, MOXKET OBITH IMEpeJaHa TPETbUM

JUIaM 0 NUCBMEHHOMY 3alpoCy TPEThEro JuLA M TOJBKO C MUCBMEHHOTO pa3pelleHus
pykoBomutens  KIIK, mnpu  ycinoBum — coOmioneHust  TpeOOBaHHMM  JIEHCTBYIOIIETO

3aKOHOJATCJILCTBA:

Mo TpeOOBaHUIO OPraHOB TOCYNAPCTBEHHOW BJIACTM M MECTHOTO CaMOYIpaBJICHUS,

rOCy/IapCTBEHHBIX, HAI30PHBIX U KOHTPOJIMPYIOIINX OPraHOB, a Takxke yuyacTHHKOB KIIK

B COOTBETCTBUH C JEHCTBYIOIUM 3aKOHOAATEIbCTBOM;

padotaukam KIIK B cootBercTBUM ¢ yupeauTenabHbM qokymeHToM KIIK;

ApYyruM (U3UYECKUM U IOPUIUYECKUM JIMIAM Ha OCHOBAaHMM TI'Pa)KIaHCKO-TIPABOBBIX

JIOTOBOPOB, 3aKkiatoueHHbIX Mexnay HuMu u KIIK, npu ycnoBum Hamnuus B 3ITHX
12
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JIOTOBOpaxX 00s513aTENBCTB MO COOMIOICHUIO PEXUMA KOH(UICHIUAIBHOCTH B OTHOILICHUH
uH(OpPMaLIUY, OTBETCTBEHHOCTH 32 pasIJIallleHue 3TOW MH()OPMAaIIUN UM 3aKIIIOYCHHUS C
HUMH OTJIEJILHOTO JOTOBOPA O KOH(PHICHIIMATHHOCTH.
5.43.2. Ilpu mnepenaue mnepcoHanbHbix naHHbIX KIIK momxHO cobmogate creayromue
TpeOOBaHUS:

— He cooOlaTh MepcoHalbHbIE NaHHBIE TPEThEl CTOpOHE 0€3 MUCBMEHHOTO COTJIACUf
CyObeKTa MepCOHATBHBIX JAaHHBIX 32 UCKIIOUYCHHEM CIIy4aeB, KOTJa 3TO HEOOXOIUMO B
HEISAX MPEAYNPEKICHUS YTPO3bl )KU3HU H 3/I0pPOBbIO CyObEKTa NEPCOHATBHBIX JAHHBIX, &
TaK)Ke B ClIydasix, yCTAaHOBJIEHHBIX 3aKOHO1aTeIbcTBOM Poccuiickoit denepannu;

— [peaynpeauTh JIUL, TOMyYaloUINX MePCOHANbHbBIE IaHHbIE, O TOM, YTO 3TU JaHHBIE MOTYT
OBITh MCIOJIB30BAHBI JIUIIb B IEJAX, JUISI KOTOPBIX OHH IMOJIyYeHbI, U TPEOOBATh OT 3TUX
JIUI] IOATBEPAKACHUS TOTO, YTO ATO MPABHIIO COOIIIOICHO;

— IepenaBath MEPCOHAJIbHbIC JaHHbIE PAOOTHHKA MPEICTABUTENAM PAOOTHUKOB B MOPSIJIKE,
yCTaHOBJIIEHHOM TpynoBeiM koxekcoMm Poccuiickoit ®enepanuu, U OrpaHUYUBATH ITY
UHPOPMALIMIO TOJBKO TEMH MEPCOHAJIBHBIMH JAaHHBIMH PAa0OTHHKA, KOTOPHIC
HEOOXOIUMBI JUIS BHITOTHEHUS YKa3aHHBIMU MPEJICTABUTEIAMU UX (PYHKIIHIA;

5.4.4. ObecrieueHrne COXpaHHOCTH HOCUTENICH HHPOPMAIIUH.

5.4.4.1. PexxuMm COXpaHHOCTH MaTepUAIbHBIX HOCUTEJICH HHPOPMAIIUH.

1) JlocTynm K MaTepUalbHBIM HOCUTENSIM HMH(OpPMAIMK, COAepXkallell IepcoHalbHbIE
JaHHbIe, UMEIOT ToJbKO Te paboTHuku KIIK, KoTOphIM Takas mHpopMmanus HeoOXomuma JUIs
BBITNIOJIHEHMS! IOJKHOCTHBIX 00sS3aHHOCTEM.

2) JlocTyn K MarepuaibHBIM HOCHUTENSAM HWH(POPMALMHU, COJACPKAIIed IepCOHAIbHBIC
JTaHHbIE, TOCTOPOHHUM JIMIIaM 3alpelieH.

3) Pabourie Mecra paOOTHHMKOB pa3MEIIAIOTCA TaKUM O0Opa3oM, 4YTOOBI HCKIFOYHUTH
BO3MOXXHOCTh O0O3pEHHS HAXONALIMXCA Ha CTOJeé JOKYMEHTOB, a TaKXe MOHHUTOPOB
KOMITBIOTEPOB ITOCTOPOHHUMHU JIULIAMHU.

4) MarepuanbHble HOCUTENH, COJAEpIKaIlie MEePCOHAIbHBIE JAaHHBIE JOJDKHBI XPAHUTHCS B
CHEeHATBHBIX ceii(pax Wi 3amrparouXcs METaNTMIeCKUX mKagax.

5) [lepconanbHble AaHHbIE, 00pabOTKa, KOTOPHIX OCYIIECTBISETCS B Pa3IMYHBIX LENSX,
XpaHATCA pa3AesbHO.

5.4.4.2. PexxuM COXpaHHOCTH MallTMHHBIX HOCUTEINICH MHPOPMAITUH.

1) VYder MalMHHBIX HOCHUTeNeH MH(POPMALMU OCYLIECTBISAETCS JIUIIOM, OTBETCTBEHHBIM 32
UHPOPMALIMOHHYIO 0€30IacHOCTb, IyTE€M BEAEHHUS KypHala ydeTa MAaIIMHHBIX HOCHUTENeH
uHpopMmanuu. B ixypHasie ydera MalIMHHBIX HOCHUTENeH HHGPOPMALUU KaKIbIH MalluHHBIN
Hocutenb uHpopmaruu KIIK 3akperuisercss 3a OTBETCTBEHHBIM pPaOOTHHMKOM, KOTOpBIA HE
BIIPaBe Nepe/IaBaTh 3aKPEMJICHHbIHN 32 HUM MallIMHHBIA HOCUTENIh MH()OPMAIIMH TPETHUM JIUIIAM.

2) 3anpemiaercs KomupoBaHue (QaiioB ¢ uHOpMaluen, coaepiKaiieil NepcoHaIbHbBIE
JaHHbIE, U XpPaHEHHE UX Ha KECTKUX JTUCKaX pabouyux CTaHIMI (KOMIIBIOTEPOB, HOYTOYKOB),
CHEMHBIX MAalIMHHBIX HOCHUTENSX WH(OPMAINH, IPYTUX YCTPOHCTBAX, CIOCOOHBIX HAKAIUIMBATh
U XpaHUTh MH(POPMAIMIO B DIIEKTPOHHOM BHJE, 32 HCKIIOYCHHEM CITydaeB, ONMCAHHBIX B
HacroseM [lonoxeHun.

3) KIIK npuoOperaer cbeMHBIE MAalIMHHbIE HOCHUTEIM HWH(POPMALMU, CIIOCOOHBIE
HaKaIuIiBaTh W XpaHUTh WH(poOpManuio, s ucrnonb3oBanus pabotHukamu KIIK B pabGoumx
nensx. Takue MalIMHHbBIE HOCUTEIH JI0JKHBI IIPOBEPATHCS HA HAJTMYKE BUPYCOB M BPEAOHOCHBIX
IIPOrpamMM Ha PETyJIIpHON OCHOBE.

5.4.5. VYcraHoBieHue pexuMa UCoiab30BaHus Kpunrorpapudyeckux Kitouei.
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5.4.5.1. KIIK ocymectBnsier yuer Kpunrorpaguueckux Kirouell MyTeM 3aKpeIuieHUs MmpaBa HX

UCTIOJIb30BAaHUS 32 ONPEAETICHHBIM JIOJDKHOCTHBIM JIMIIOM B Peectpe mpaB goctyna. Ilpu sTom

kaxnaplii  Kpunrorpadguueckuii kimod ucnonb3yercs Todbko pykoomurenem KIIK  wmm

pabOTHUKOM, TOJKHOCTh KOTOPOTO omnpeseseHa B Peectpe npas nocryna.

5.4.5.2. Ilepenaua Kpunrorpaduueckux kirouei, B ciaydae eciu Kpunrorpaduueckuit iy

pa3MelleH Ha MaTepUaibHOM HOCHUTENE, HE JJOIyCTUMA.

5.4.5.3. Kpunrorpadpuueckue KIOYH JOJKHBI Hcmoiab3oBatbess KIIK B cooTBeTcTBUM €

TEXHUYECKON JOKYMEHTAIUECH.

5.4.6. YcraHoBieHHE peXUMa oOecriedeHUsT 0€30IaCHOCTH MOMEIIICHUMN.

54.6.1. B menax HUCKIIOYEHUS BO3MOXXHOCTH HEKOHTPOJHUPYEMOIO TPOHUKHOBEHHS WU

npeObIBaHUsT B TIOMEIICHUSX, B KOTOPBIX oOpalaTbiBaeTcs H(WIM) XpaHUTCS HH(POpMAIHS,

coaepxkailas IepCOHANbHbIE JaHHble, nocTopoHHUX Jmmn KIIK ycranaBnuBaer pexum

oOecrieyeHns O€30MaCHOCTH STUX TTOMEIIEHUH.

5.4.6.2. TpeOoBaHUsI K TIOMEIICHHSIM B KOTOPHIX oOOpabarhiBaeTcs HW(WIM) XpaHUTCS

uHpopMaLus, coJeprKallias IMEepCOHaJIbHbIE HAHHbIE, a TaKKe IpaBUia AOCTyHNa K TaKUM

IOMEIIEHUSIM  YCTaHaBIMBAIOTCS B JIOKAJbHOM HOPMAaTUBHOM AakTe IO OOECIEeYEeHUIO

0€30I1aCHOCTH [TOMELIEHUH, KOTOPOE YTBEPHKAAETCSI pPyKOBOAUTEIIEM.

5.4.7. OOHapyxeHue (akTOB HECAHKIIMOHUPOBAHHOTO JIOCTYNA K TEPCOHAIBHBIM JaHHBIM, a

Takxke (PakTOB HapyIICHUsI paOOTHUKAMH PeKUMa KOH(PUACHIIUAIEHOCTH U IPUHSATHE MED.

5.4.7.1. KIIK mpuHMMaeT Mepbl 1Mo OoOHapy>KeHHIO (DAaKTOB HECAHKIIMOHHUPOBAHHOTO JOCTYIa

myTeM:

— yCTaHOBJEHMs OOS3aHHOCTH PAaOOTHMKOB cO0OOLIaTh O (PaKkTax, CBUAETEIbCTBYIOILUX O
HECAaHKIIMOHUPOBAHHOM JOCTYIE K MH(POPMALIUH, COACPKaIIel NepCOHATbHBIC TaHHbIE,
B TOM YHuclie O (aKTax HECAaHKIMOHHPOBAHHOTO INPOHUKHOBEHHS B TOMEIICHHS, B
KOTOPBIX 0OpabaThiBaeTCs M(WIM) XpaHUTCA WHPOpPMAILUs, COJepKaIasi NepCcOHaIbHbIE
JTaHHBIE;
— NpPUMEHEHMsS TEXHHYECKUX CpeACTB OOHapyXeHus (akTOB HECAHKIMOHHUPOBAHHOTO

J0CTyTa B HHOOPMAITHOHHYIO CHCTEMY.

5.4.7.2. Kaxplil (pakT HECAaHKIIMOHUPOBAHHOTO JOCTYINA (PUKCUPYETCS JTUIIOM, OTBETCTBEHHBIM

3a HH(POPMALMOHHYIO 0€30MaCHOCTh, B ONPEACICHHOM UM HOPSIKE.

5.4.7.3. Ilo BceM ¢akTam HapylmeHHH paOOTHUKAMHU pPEXHMMa KOH(QHUACHIUATIBHOCTH JOJKHbBI

OBITH NMPOBEJEHBI PACCIIEOBAHUS, B XO/€ KOTOPHIX OMNpeAETeH KpYr JIMI, BUHOBHBIX B 3THX

HApyIICHUSAX W TPUYACTHBIX K HUM, a TaKXKe NPUYMHBI W YCIOBHS, CIIOCOOCTBOBABINIHE

COBEPILIEHUIO JJaHHBIX HapymieHnd. K mpoBeAeHHI0 paccienoBaHUs TPHUBIEKASTCS JIUIIO,

OTBETCTBEHHOE 32 HHPOPMAIMOHHYIO O€30TTaCHOCTbD.

5.4.7.4. 1o xaxnomy (akTy HECaAaHKIMOHMPOBAHHOI'O JOCTYyNa K IEPCOHAJIbHBIM JaHHBIM, a

Takxke (aKkTy HapylmeHus paOOTHUKaMHU peXruMa KOH(QUACHIUAILHOCTH IPOBOAUTCS aHAIN3

IPUYHMH U YCIOBUHM, COBEPIICHUIO YKa3aHHBIX (DAaKTOB, MO pe3ysibTaTaM KOTOPOTO COCTaBIISIETCS

3aKJII0OYEHHE, CoJIepIKallee TOMOTHUTENbHBIE MEPHI 0 3alllUTe MePCOHAIBHBIX JaHHBIX, a TAKXKe

IUIaH 10 pean3aluy JaHHBIX Mep, BKIIOYAIOIINNA CPOKH MX PEaIN3allii U OTBETCTBEHHBIX JIUI.

5.5. TexHuueckue Mepsl MO 3aIIUTE MEPCOHAIBHBIX TaHHBIX

5.5.1. [lpuobperenne u  yCTaHOBKA AaHTHUBHUPYCHOTO  MPOTPAMMHOTO  OOECIeYeHUSI.

OO0s13aTeNbHBIM yCIIOBHEM [UISI TIPUOOpETEHHs] aHTHBHPYCHOTO IPOTPaMMHOTO O0eCreueHus

SBIISICTCS HAJIMUWE JIMIECH3UU. AHTHBHPYCHOE MPOrpaMMHOE oOecreueHue JODKHO PEeryIsipHO

OOHOBIIATBCSI B COOTBETCTBUHM C TIOCJIEIHEHW Bepcueld. AHTHBHPYCHOE MPOTpaMMHOE
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o0ecrieyeHne yCTaHABIMBACTCS HA BCE NMEPCOHATBHBIE KOMITBIOTEPHI HH(OPMAIIMOHHON CHCTEMBI
KIIK.

5.5.2. Co3manue yuerHbIx 3anucedl ans paborHukoB KIIK. Kaxmomy mnons3oBaresno
uHpopmannonnoi cucremsl KIIK, paboratomemy ¢ nnhopmanuei, coepskamiei nepcoHaibHbIe
JaHHbIE, MPUCBAWBAIOTCS JUYHAs y4yeTHas 3allucCh, JIJIS BXOJa B KOTOPYIO YCTaHaBIUBAETCS
naposb. [laponb ayig BXoAa B YUETHYIO 3allMCh HE MOXKET COBIAJaTh C MapoJieM Ui BXOJa B
yueTHble 3anucu uHbIX paboTHukoB KIIK. Ilapons ans Bxona B ydeTHYIO 3allUCh HE MOKET
nepenaBaThCsl TPEThUM JIMIIAM, 33 HCKIIOYEHHEM CIy4aeB, YCTAHOBJIEHHBIX HACTOSALIUM
[Tonoxenuem.

5.5.3. VYcraHoBieHue pexuMa 3alIUThl CETEBOTO B3amMozeicTBus. OOMEH TaHHBIMH MEXKIY
anemeHTamMu  uHpopmanuonnoit cuctembl KIIK u  gpyrumm  xommbrorepamu  (pabounmu
CTaHLMSMM, CEpBEpaMH) JOJDKEH OBITb OpPraHW30BaH YEpe3 3alllMIICHHBIE COEIUHEHUS,
OpraHM30BaHHBIE C MCIOJNb30BAaHUEM IpPOTOKOJIOB [PSec ¢ mnpoBepkoil MOAIUMHHOCTH U
mudppoBanueM [P-nakeros.

5.5.4. Ocymectenenue Pe3zepBHOro komnvpoBaHus WHGOpMaLUU, COAEpKAIICH MEepCOHANbHbIE
JTaHHBIE.

5.5.5. Orpannuenue goctymna k UndopmannoHHO-KOMMYHHUKAITMOHHOM ceTu HTepHeT.

5.5.6. Tlonw3oBatensm nHpopmanuonHoit cucteMbl KITK (ydeTHBIM 3amucsaM TMoJb30BaTeNeH),
paboTtaronmmM ¢ HHPOPMAITUEH, CoaepKaIeH MepCOHaIbHbIE TaHHBIE, MOXET OBITh OrpaHHYCH
noctyn K cetu IHTepHeT u cpeficTBaM 3J€KTPOHHOM MOYTHI.

5.5.7. Ilpumenenue TEXHUYECKUX CPEICTB, o0ecneunBaroIux BOCCTaHOBJICHUE
MOIU(DUIIMPOBAHHON WM YHHUYTOKEHHOM BCIEACTBHE HECAHKIIMOHUPOBAHHOTO JIOCTYIA
uH(pOopMalInH, CoJepKalllel IepCOHANbHbIE TaHHBIE.

5.6. IlpoBenenue oneHKW 3S(PGEKTUBHOCTH TMPHUHATHIX MeEp M0 3aiuTe WH(popMaluu,
coJieprKalleil mepcoHaabHbIe JaHHBIE.

5.6.1. Omenka >(G(}EKTUBHOCTH MNPUHATHIX MeEp MO 3amuTe WHOpPMAIHU, CcoaepKameh
nepcoHalbHble JaHHble, MOxeT npoBoauTbea KIIK camocrostenbHo unu ¢ mpuBiedeHHEM
CTOPOHHEN OpPTraHU3aIUY.

5.6.2. Onenka 5(G(GEKTUBHOCTH TMPHHATBIX MEp M0 3amuTe WHPOPMALUHU, COAepKalien
NIEPCOHAIBHBIE JaHHBIE, NPOBOJUTCS IO PE3yJbTaTaM BHYTPEHHEH INPOBEPKH, IPOBOAMMOMN
JIMIIOM, OTBETCTBEHHBIM 3a HH(OPMAIMOHHYIO 0€30I1aCHOCTb.

5.6.3. IIpuka3oM pyKoBOAMTEINs YTBEPXKIAKOTCS MEPUOAUYHOCTH MPOBEJCHUS IPOBEPOK (HO HE
pe’ke OJHOTO pa3a B roJl), CPOKU MPOBEICHH IUTAHOBBIX ITPOBEPOK, a TAKKE UX COJEpKaHHE.
5.6.4. Ilo pe3ynabpraraM NpOBEICHHs MPOBEPOK COCTABISAETCS NMUCBMEHHBINH OTUYET, KOTOPBIH
JIOJIKEH COZIePIKATh:

— cBegeHuss 000 Bcex (aKkTax HECAHKUHMOHMPOBAHHOTO JOCTyNna K HH(popManuy,
coJepXkallel  mepcoHalbHbIE  JaHHBIE, HapylmeHHs  paOOTHUKAMU  peXHMa
KOH(PHICHIIMAIbHOCTH;

— TPEeAJIOKEHUs M0 BHECEHHIO M3MEHEHUN B CHCTEMY 3alllUThl HH(OpMaILNK, coJleprKalieit
NEPCOHAIbHBIE JlaHHble, M npexacrasnseT pykoBogutento KIIK 3akmrouenue o
NPOBEICHUN OIEHKH JOCTaTOYHOCTH TPHUHATBIX Mep MO 3amuTe HH(OpMaIuH,
coeprKallel mepcoHaIbHbIC TaHHbBIE.

5.6.5. B cimyuyae moaTBepKIeHUSI HEAOCTATOYHOCTH NMPHHATHIX MEp MO 3aliuTe WH(HOpPMAIIHH,
cozepXkaliel IepcoHalbHbIe JaHHble, pykoBoaurenb KIIK mnpuHMMaer pemeHne o
HEOOXOJUMOCTH TPUMEHEHHUS JOIMOJIHUTENbHBIX MEp 10 HW3MEHEHHUIO CHCTEMbI 3allUThl

15



Tonooicenue o 3awume nepcoHarbHbIX OAHHBIX
pabomuuxos, latiwuxos u konmpaeenmog KIIK « Coepecamenvuviti Kanumany

uHpOpMaLIH, COIepIKaIlell MepCOHAIbHBIC JaHHBIE, B IIENAX MPUBEACHUS €€ K JTOCTaTOYHOMY
YPOBHIO.

5.7.  Konrpons 3a cobmonenuem padornukamu KIIK TpeGoBanuii, npenbsaBiseMbIx K HUIM U
YCTAHOBJICHHBIX HAcTOSAIMM [lonoxkeHneM, OCyIIECTBISETCS JHUIIOM, OTBETCTBEHHBIM 32
nH(popManMoOHHYI0 6€30MacHOCTb.

6. MMOPAJOK YHUUYTOXEHUSA IEPCOHAJIBHBIX TAHHBIX.

6.1. VYHHUYTOXEHHE TEepPCOHAIBHBIX [aHHBIX OCYHIECTBISETCS KOMMCCHEH, Ha3zHauaeMoi
npukazoM pykoBogutens KIIK. Jlumo, oTBeTCTBEHHOE 3a oOpraHuzanuio 00paboTKu
NEpCOHANBHBIX JAHHBIX HA3HA4YaeTcsi MpeicenareeM KOMUCCHH TI0  YHUYTOXXECHHUIO
NEPCOHAIBHBIX JIAHHBIX.

6.2. Ilpm HactymieHnun J1r000T0 M3 COOBITHH, TMOBJICKIIMX, HEOOXOIUMOCTh YHUUYTOXKCHHS
MEPCOHAIBHBIX JAHHBIX, B COOTBETCTBUU C 3aKOHOMaTeNbcTBOM Poccuiickoit denepanuu, Iumo,
OTBETCTBEHHOE 32 OPTaHU3AlNI0 00paOOTKH NMEPCOHANBHBIX JaHHBIX 0053aHO!

— YBEJAOMUTH WIEHOB KOMHCCUU O paboTax Mo YHHUTOKEHHUIO MEPCOHATBHBIX JaHHBIX;

— ompenenuTh (Ha3HAYUTh) BpEMs, MECTO pabdOThl KOMHCCHU (BpeMsi M MECTO
YHUYTOXCHHUS TIEPCOHATBHBIX JaHHBIX);

— YCTaHOBUTH II€peYeHb, THUI, HAMMEHOBAHME, PETUCTPALMOHHBIE HOMEpa U JpYrHe
JAaHHbIE HOCHUTEJNICH, Ha KOTOPBIX HAaXOJIATCS IEepPCOHAIbHBIC IAaHHBIC, MOJUICKAIIUE
YHUYTOXKCHUIO (M/WIIM MaTepHaIbHbIC HOCHTENN TIEPCOHATIBHBIX TAHHBIX);

—  OIPENeNIHUTh TEXHOJOTHIO (MTPHEM, CIIOCO0) YHHUTOXKECHHS MMEPCOHATBHBIX TaHHBIX (W/HITH
MaTepUalIbHBIX HOCUTENICH MIEPCOHAIBHBIX TAaHHBIX);

— OmNpenenuTh TEXHUYECKHEe (MaTepuajbHBlE, MpPOrpaMMHBIE W HHBIE) CpEACTBa,
MOCPEACTBOM KOTOPBIX Oy/IeT MPOU3BEIEHO YHUUTOXXEHHUE MTEPCOHANTBHBIX JaHHBIX;

— pyKoBOAsS paboOTOH YJICHOB KOMHCCHH, MPOU3BECTH YHHUYTOXKCHHE IEPCOHAIBHBIX
JaHHBIX (M/WJIM MaTepUAIbHBIX HOCUTENIEH MEPCOHATBHBIX TAHHBIX);

— 0(GOpPMHUTH COOTBETCTBYIOLINH AKT 00 YHHYTOXXEHUHU IEPCOHAIBHBIX JAHHBIX (W/HIN
MaTepuaidbHBIX HOCUTENEW TMEepCOHANIbHBIX JaHHBIX) U TPEACTaBUTh AKT 00
YHUUTOKEHUU MEePCOHATBHBIX JAHHBIX (/UM MaTepUATbHBIX HOCUTENEH MepCOHATbHBIX
JTAaHHBIX) Ha YTBEP’KAECHUE PYKOBOAUTEIIO;

— B cllyyae HEOOXOJUMOCTH YBEIOMHTH OO0 YHHUYTOXXEHUH IEPCOHAIBHBIX JTAHHBIX
CyOBbeKTa MepCOHANBHBIX JAHHBIX W/WUJIM YIOJTHOMOYEHHBIN OpraH.

7. TIPABA U OBSAA3AHHOCTHU CYBBEKTA NIEPCOHAJIBHBIX JTAHHBIX

7.1. B nensx 3amuThl NEpCOHANBHBIX NaHHBIX, XpaHammxcs y KIIK, cy0ObekT nepcoHanbHbIX
JAHHBIX UMEET MPaBo Ha!

7.1.1. IlpenocTtaBieHue TMOJHOM HWHPOPMALMU O COCTaBE IMEPCOHANBHBIX JaHHBIX M HX
obpaboTke.

7.1.2. CBobGoaHbIi OecrIaTHBIM JOCTYIl K CBOMM NEPCOHAIBHBIM JaHHBIM, BKIIOYas MPaBO Ha
NOJydeHHe KOmuil o000l 3amMcu, cojepialieil MepcoHajJbHbIE IaHHBIEC, 32 HCKIIOYCHHEM
CIIy4aeB, MPEAyCMOTPEHHBIX 3aKOHOIATEIbCTBOM Poccuiickoit deneparumu.

7.1.3. Omnpexnenenue mpeACTaBUTEINEH IS 3aIIUTH CBOMX NEPCOHANBHBIX TaHHBIX.

7.1.4. TpeboBanue 00 UCKIIOUEHUH WJIM WCIPABIEHUU HEBEPHBIX WM HEIOJIHBIX YCTapeBIIUX,
HEJIOCTOBEPHBIX, HE3aKOHHO MOJYYEHHbIX WM He sBismomuxcs Heooxomumbeimu s KIIK
nepcoHaybHbIX NaHHBIX. [Ipn oTkaze KIIK nckimounTh WM MCHIPaBUTH NEPCOHAIbHBIE JaHHBIE
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CyOBEKT NMEpCOHATBHBIX JAHHBIX MMEET MpaBo 3asBUTh B mucbMeHHOU ¢opme KIIK o cBoem
HECOTJIaCUU C COOTBETCTBYIOIIMM 00OCHOBAaHMEM TaKOT'O HECOTJIACHS.

7.1.5. TpeboBanue 06 u3Bemenun KIIK Bcex nuil, KOTopbIM paHee ObLIIN COOOIIEHBI HEBEPHBIE
WIA HENOJHBIE TEepCOHANbHBIE JaHHBbIE, 000 BCEX MPOM3BEIEHHBIX B HHUX HCKIIOUEHHSIX,
MCIPABIICHUSAX WU TOTIOJHEHHSIX.

7.1.6. TpeboBanue NMpeKpaTUTh Nepenavdy (pacnpocTpaHeHUE, MPEIOCTABICHHUE, JOCTYI) CBOUX
MEPCOHAIBHBIX JaHHBIX, PAHEE Pa3pelICHHBIX AJISl pacIPOCTPAHEHUS.

7.1.7. OOGxanoBaHue B Cya JIOOBIX HEmpaBOMEpHBIX nedcTBuid wiam OesnerictBus KIIK mpu
00paboTKe U 3alIMTe ero NePCOHANbHBIX JaHHbIX.

7.2. B nemsx o0ecrieyeHHs TOCTOBEPHOCTH MEPCOHANBHBIX JAHHBIX CYOBEKT MEPCOHAIBHBIX
JIAHHBIX 0053aH:

7.2.1. Tlpu 3akmouenuu norosopa npegoctasutb KIIK momHbie 1 1ocToBepHBIE TaHHBIE O ce0e.
7.2.2. B cmydae W3MEHEHHs CBEACHHUH, COCTaBJSIOIIMX  IE€PCOHAJIbHBIC  JIaHHBIE,
HEe3aMe/UINTEIbHO, HO HE MO3JHee MATH pabdoyux AHEH, MpeJoCTaBUTh JAHHYIO HH(POPMAIUIO
KIIK.

8. OTBETCTBEHHOCTbD 3A PA3IJIAIEHUE KOH®UJIEHIIUAJIBHOM
NH®OPMALIUU, CBA3AHHOMU C IEPCOHAJIBHBIMU JAHHBIMH

8.1.  JIuua, BUHOBHBIE B HAPYLIEHUU NOPsAKAa 0OpalleHHs! ¢ NEPCOHATbHBIMU JaHHBIMH, HECYT
IPEIyCMOTPEHHYIO 3aKOHO1aTeNIbCTBOM Poccuiickoil denepaniui OTBETCTBEHHOCTb.
8.2.  JlucuuruimHapHas OTBETCTBEHHOCTH!
a) Pasrnamenue nepcoHanbHbIX AaHHBIX paOoTHMKA, [laiimuka, konTparenta KIIK,
TO €CTh Iepelnavya IOCTOPOHHHM JIMI[aM, HE HMMEIOUIMM K HHUM JIOCTYIa; ITyOJHMYHOE
pacKphITHE; yTpaTa JOKYMEHTOB U MHBIX HOCUTEINICH, COIePIKAIINX TIEPCOHAIBHBIC JaHHbIC
paOOTHHUKA; MHbIE HapylleHUs O0s3aHHOCTEH Mo uX 3ammTe, 00paboTKe M XpaHEHHIO,
YCTAHOBJICHHBIX HacToAUMM [loso)xeHueM, a Takyke MHBIMH JIOKQIbHBIMA HOPMaTHUBHBIMU
aktamu KIIK, n1iiom, 0OTBETCTBEHHBIM 3a MOJy4eHHEe, 00pabOTKY U 3aIUTy HePCOHATbHBIX
JAHHBIX pabOTHMKA, BIEKYT HAJOXEHHWE Ha HEro JIUCIHMIJIMHAPHOIO B3BICKAHUS -
BBITOBOpPA, YBOJIbHEHHUSI (M. «B» 1.6 4. 1 cT. 81 Tpynosoro koaekca PD).
b) B caygae npuunnenus ymepba KIIK paboTHHK, HMEONMUE J0CTym K
NEPCOHANBHBIM JITAHHBIM COTPYIHUKOB M COBEPIIMBIIUI YKa3aHHBIA AMCHUTUIMHAPHBINA
MIOCTYIIOK, HECET TIOJHYI0 MaTepHAIbHYI0 OTBETCTBEHHOCTh B COOTBETCTBUU C 1. 7 4. 1 CT.
243 Tpynosoro koaekca PO.
8.3.  AJMUHHUCTpaTHBHasi OTBETCTBEHHOCTb!
a) 3a HapyuleHME YCTaHOBJIEHHOTO 3aKOHOM TMopsjaka cOopa, XpaHEHus,
UCIIOJIb30BaHUSl WM PACHpOCTpaHEeHUss HMH(oOpManuu o TpaxaaHax (IepCOHATBbHBIX
naHHbIX) (cT. 13.11 KoAIl PO).
b) 3a pasrnameHue WHQOPMAIUHU, JOCTYII K KOTOPOW OTpaHWYeH (enepatbHBIM
3aKOHOM, JIUIIOM, TOJIYYUBIIMM JOCTYH K TaKod HWH(OpMAIH B CBS3H C HCIOJHECHHEM
CITy»eOHBIX UK podeccuoHanbHbIX 00s13anHOoCcTel (CT. 13.14 KoAIl PO).
8.4. VYromoBHas — 3a HapylIeHWE HETMPHUKOCHOBEHHOCTH YaCTHOW JKM3HU (B TOM 4YHCIE
HE3aKOHHOE CcOOMpaHME WIM paclpoCTpaHEHHE CBEJCHMH O YacTHOM IKM3HM JIMIIA,
COCTABJIAIOLINX €r0 JIMYHYIO WM CeMEHYI0 TaifHy, 0e3 ero coryiacus), HenpaBOMEpHBIN JOCTYI
K OXpaHsieMOil 3aKOHOM KOMIBIOTEpHOM HWH(pOpMallMM, HENpaBOMEPHBI OTKa3 B
IPEOCTaBIEHNH COOpPAHHBIX B YCTAHOBJIEHHOM MOpPSAKE TOKYMEHTOB M CBEJCHMH (€ciau 3TH
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ACAHUA TMPUYUHUIIN TIpaBaM MU 3aKOHHBIM MHTCpPECaAM rpaxc):[aH), COBCPUICHHBIC JIMIIOM C
HCIIOJB30BaHHUEM CBOCTO CJIy)KC6HOFO TTIOJIOXKCHHUA.
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